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INTRODUCTION 
The purpose of this report, published by Solidarity with Others, is to examine how the right to 
privacy and freedom of communication, which were suspended by the Erdoğan regime as a first 
step in the unlawful policies amounting to social genocide against members of the Gülen 
Movement after the 15 July 2016 coup attempt, have been violated beyond measure in Türkiye.  

The Gülen movement is a social movement of volunteers initiated by the Turkish Islamic scholar 
Fethullah Gülen, which promotes philanthropy, education and dialogue, acting around values 
and ideas such as serving society and humanity, seeking one's own happiness in the happiness 
of others, and spreading mutual empathy and respect through dialogue.   

The Gülen movement has become a victim of the repressive and unlawful policies of the 
authoritarian Erdoğan regime, which has been in power in Turkey for the last 22 years. After the 
bribery and corruption operations against some ministers on 17/25 December 2013, the Erdoğan 
regime, which moved away from democratic values and shifted towards an authoritarian ground, 
considered the Gülen movement as a threat.1 The regime dismissed some public officials it 
perceived to be affiliated with the movement from their jobs, and at the same time began to 
organise hate campaigns against the movement within the society.2 In 2016, the Gülen 
movement was declared a terrorist organisation by the Turkish government.3  Subsequently, 
Erdoğan blamed the Gülen movement for the coup attempt on 15 July 2016.4  In the aftermath of 
the coup attempt, Erdoğan declared a state of emergency in the country in order to strengthen 
his authoritarian regime and suppress his opponents, using emergency decrees as an arbitrary 
tool in pursuit of his political interests. 5   During the state of emergency and in the following years, 
the Erdoğan regime took judicial action against approximately 693,162 people, detained 342,136 
people suspected of belonging to the Gülen movement, arrested 102,579 people, convicted 
122,632 people;6 dismissed at least 125,678 public officials; closed down 35 health institutions, 
1043 private education institutions, 1229 foundations and associations, 19 trade unions and 15 
foundation higher education institutions; and publicly labelled approximately 2 million people as 
terrorists.7    

Apart from Erdoğan, no state or international organisation has accepted the allegations that the 
coup attempt was planned by the Gülen Movement and that the Movement is a terrorist 
organisation. The United Nations and the European Union8 have not accepted the allegation that 
the Gülen movement is engaged in terrorist activities.  Moreover, the UN has condemned the 
arbitrary and unlawful treatment of the Gülen movement by the Turkish government during the 
state of emergency and resolved to stop it immediately.9    

 
1 Describing the corruption operations as a coup against him, Erdoğan started to insult and slander the 
Gülen movement. See media news 
2 See media news 
3 See media news 
4 See media news 
5 See media news 
6 For the statements of Minister of Justice Yılmaz Tunç See. 
7 See media news 
8 See media news 
9 UN report on the impact of the state of emergency on human rights in Turkey; Views adopted by the 
Working Group on Arbitrary Detention at its 98th session.      

https://t24.com.tr/haber/basbakan-Erdo%C4%9Fan-bakanlarin-istifalari-sonrasi-ilk-kez-konusuyor,246895
https://www.reuters.com/article/idUSKCN0SV1PZ/
https://www.bbc.com/news/world-europe-36818401
https://www.reuters.com/article/idUSKCN1G61W4/
https://www.aa.com.tr/tr/15-temmuz-darbe-girisimi/bakan-tunc-darbe-girisimi-gecesini-ve-fetoyle-mucadeleyi-aaya-anlatti/2944560
https://tr.euronews.com/2020/07/15/verilerle-15-temmuz-sonras-ve-ohal-sureci
https://www.politico.eu/article/fethullah-gulen-gilles-de-kerchove-eu-anti-terror-chief-gulen-network-not-terrorist-organization/
https://www.ohchr.org/en/press-releases/2018/03/turkey-un-report-details-extensive-human-rights-violations-during-protracted
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https:/www.ohchr.org/sites/default/files/documents/issues/detention-wg/opinions/session98/a-hrc-wgad-66-2023-turkiye-aev.pdf
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In response to the Erdoğan regime's arbitrary sentencing of members of the Gülen movement, 
the European Court of Human Rights ruled in Yüksel Yalçınkaya v. Türkiye that there had been a 
violation of rights.10 In its judgment announced on 26 September 2023, the Grand Chamber 
stated that Turkey had violated the fundamental rights to a fair trial (Art. 6), no punishment 
without law (Art. 7) and freedom of assembly and association (Art. 11) of the European 
Convention on Human Rights in relation to the trial of Yüksel Yalçınkaya, who was convicted of 
membership of an armed terrorist organisation for allegedly being a member of the Gülen 
Movement. The charges of ‘using the ByLock messaging application’, ‘having an account at Bank 
Asya’ and ‘being a member of certain trade unions and associations’, which the Turkish Courts 
used as evidence for Yalçınkaya's conviction, were not accepted by the ECtHR as sufficient 
evidence for membership of a terrorist organisation.11  Moreover, the Court said that the domestic 
courts had interpreted national terrorism laws so broadly as to violate fundamental rights and 
that the evidence used to establish membership of a terrorist organisation was unlawfully 
obtained.12      

The ECtHR issued a press release after the judgement, stating that the points evaluated in the 
judgement concern approximately 8,500 cases pending before the Court and that the number of 
applications to the Court on the same issue will increase significantly in the coming years, 
considering that there are 100,000 ByLock users in Turkey.13  Emphasising that the situation in 
Turkey is a systemic problem, the Court asked Turkey to find a solution to this systemic 
problem.14  However, the judgement has not yet been implemented in domestic law and Turkey 
has not taken any steps to solve the systemic problem mentioned by the ECtHR. Moreover, the 
ECtHR requested Turkey's defence for 1000 applications on the same issue.15 

As the first step of the Erdoğan regime, which has deviated from democracy and the rule of law, 
to violate the right to privacy as the first step of these unlawful acts against the volunteers of the 
Gülen movement for the last 10 years, which have caused an international reaction. The right to 
privacy, which is one of the foremost human rights today, has been suspended by the arbitrary 
pooling of personal data belonging to all citizens by law enforcement forces, especially for 
determining who is a volunteer of this Movement, and by making all the information of citizens 
easily accessible without a judicial process.16 Thousands of people have been accused of 
terrorist organisation membership through profiling based on data illegally obtained by law 
enforcement agencies, from electronic communication content to trade union membership, 
from bank account information to intelligence reports on family members. 

In this report, how the right to privacy, one of the fundamental human rights protected by 
international conventions and on constitutional grounds, has been suspended by the Erdoğan 
regime in recent years will be explained in the following chapters. In the first part, information will 
be given about the international conventions to which Turkey is a party and how fundamental 
rights are restricted during the state of emergency. In the second part, violations of the right to 

 
10  Yüksel Yalçınkaya v Türkiye,  26 September 2023, ECtHR 
11 Yalçınkaya Judgement, para. 272, 356, 402 
12 Ibid. 
13 For the ECHR press release See 
14 Ibid. 
15 For the ECHR press release in December, in April. 
16 See media news 

https://hudoc.echr.coe.int/tur#%7B%22display%22:%5B2%5D,%22tabview%22:%5B%22related%22%5D,%22languageisocode%22:%5B%22ENG%22%5D,%22itemid%22:%5B%22001-227636%22%5D%7D
https://hudoc.echr.coe.int/app/conversion/pdf/?library=ECHR&id=003-7832235-10873331&filename=European%20Court%20notifies%201000%20applications%20to%20the%20Turkish%20Government%20concerning%20convictions%20based%20on%20use%20of%20ByLock%20messaging%20application%20as%20follow-up%20to%20the%20Y%C3%BCksel%20Yal%C3%A7inkaya%20v.%20T%C3%BCrkiye%20judgment.pdf
https://hudoc.echr.coe.int/app/conversion/pdf/?library=ECHR&id=003-7832235-10873331&filename=European%20Court%20notifies%201000%20applications%20to%20the%20Turkish%20Government%20concerning%20convictions%20based%20on%20use%20of%20ByLock%20messaging%20application%20as%20follow-up%20to%20the%20Y%C3%BCksel%20Yal%C3%A7inkaya%20v.%20T%C3%BCrkiye%20judgment.pdf
https://hudoc.echr.coe.int/app/conversion/pdf/?library=ECHR&id=003-7936609-11057326&filename=European%20Court%20notifies%20second%20batch%20of%201000%20applications%20to%20Turkish%20Government%20concerning%20convictions%20for%20terrorism%20offences%20based%20on%20use%20of%20Bylock.pdf
https://www.tr724.com/iste-komun-tekelindeki-sorgu-ekrani-bylock-tamamen-cop-oldu/
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privacy will be detailed under five headings. In the conclusion section, recommendations will be 
presented to overcome the problems experienced. 

PART ONE 

The Legal Framework on the Right to Privacy in Turkey 
Turkey is a party to the United Nations Covenant on Civil and Political Rights and is bound by the 
protection of the right to privacy set out in Article 17. Turkey is also a party to the European 
Convention on Human Rights and is bound by the protection of the right to respect for private and 
family life set out in Article 8. As a member of the Council of Europe, Turkey is also a party to 
‘Convention No. 108 on the Protection of Individuals with regard to Automatic Processing of 
Personal Data’. 

In domestic law, the right to privacy and freedom of communication are guaranteed at the 
constitutional level. In addition, the Turkish Criminal Code criminalises the violation of the right 
to privacy and the right to freedom of communication. 

Turkey has a Personal Data Protection Law, which entered into force in 2016 and was inspired by 
the European General Data Protection Regulation. This code lays down rules on the processing 
of personal data. 

Post-2016 State of Emergency and Suspension of Fundamental Rights  
Following the 15 July 2016 coup attempt, a State of Emergency was declared throughout the 
country for three months as of 21 July 2016. After the first three months, the State of Emergency 
was extended seven times and ended on 18 July 2018. During this period, the Council of Ministers 
issued 32 decrees with the force of law restricting fundamental rights and freedoms. Despite the 
lifting of the State of Emergency, these decrees were turned into laws to be implemented under 
normal conditions after 2018. 

During the state of emergency (2016-2018), 135,147 public officials were dismissed and 22,474 
teachers working in closed private institutions lost their work permits.17 In addition, a total of 
4,395 judges and prosecutors were dismissed by decisions of various boards, including the High 
Council of Judges and Prosecutors (HSK).18  During the state of emergency, 15 private 
universities, 2 281 educational institutions and 201 media outlets were also closed, affecting 
thousands of employees and raising significant concerns about rights and fair trials. A total of 985 
companies were seized by the state and new trustees were appointed. These companies 
employed a total of 49,587 workers.19  

With the introduction of the state of emergency, Turkey suspended its national and international 
obligations as comprehensively as possible. In this context, the United Nations was informed that 
a total of 13 articles of the International Covenant on Civil and Political Rights would be restricted. 
Among these articles was the right to privacy (Article 17). Turkey also submitted a derogation 
declaration under Article 15 of the European Convention on Human Rights (ECHR). However, in 
its Yalçınkaya judgement, the ECtHR said that the notification by Turkey was not directed at 

 
17 See media news 
18 For the statements of Minister of Justice Yılmaz Tunç See. 
19 See NGO statements 

https://bianet.org/haber/tihv-ve-ihd-den-aciklama-ohal-e-karsi-insan-haklarini-savunuyoruz-192297
https://www.aa.com.tr/tr/15-temmuz-darbe-girisimi/bakan-tunc-darbe-girisimi-gecesini-ve-fetoyle-mucadeleyi-aaya-anlatti/2944560
https://tihv.org.tr/basin-aciklamalari/10-aralik-insan-haklari-gunu-insan-haklari-degerlerinin-tasfiye-edilmesine-izin-vermeyecegiz/
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certain pre-determined rights but was a general notification which meant that all rights were 
suspended and went on to examine the application in hand.20 

Following the state of emergency, systematic and widespread violations of fundamental rights 
were observed, particularly under the guise of administrative measures. The scale of these 
violations was so alarming that in 2018, the United Nations Human Rights Office published a 
report warning the Turkish government about the human rights violations that Turkey had 
committed during the state of emergency.21   Administrative measures that suspended and 
disproportionately interfered with rights during the state of emergency remained in force after the 
state of emergency through laws enacted by the government. A de facto situation of arbitrary and 
disproportionate restriction of fundamental rights has emerged in Turkey recently.22    

PART TWO 

Unlawful acts against the Gülen Movement through violation of the right to privacy  

1)ByLock 
Bylock messaging app, like Whatsapp, Telegram, Signal, etc., is ‘a mobile phone app that allows 
anonymous users to send encrypted messages over the Internet’. It was downloaded 
approximately 600,000 times in the App Store and Google Play Store between 2014 and 2016. The 
fact that this application, which is available to everyone on online platforms, was 
downloaded on a mobile phone was considered by Turkish courts as sufficient evidence for 
‘membership of an armed terrorist organisation’ and thousands of people in Turkey were 
sentenced to prison for this reason. In its Yalçınkaya Judgment in 2023, the ECtHR said that 
Turkey had obtained ByLock user records illegally,23 that there was a suspicion that the user lists 
had been altered by law enforcement officers,24 and that the mere use of a public messaging 
application could not be sufficient evidence for membership of an armed terrorist organisation25. 

There is no concrete and clear information on how the data on ByLock usage was obtained.26   
Turkey's ‘National Intelligence Organisation’ report states that ‘...it was obtained by using 
technical intelligence methods, tools and techniques specific to the organisation’.27 In the 
decisions of the Court of Cassation and the Courts of First Instance, it is stated that ‘By using 
technical intelligence methods, tools and techniques specific to the National Intelligence 
Organisation, the ByLock application and the data on the server of the application and different 
data, especially the content of e-mail addresses, were obtained by purchasing IP addresses’. 28  

Despite the fact that there is a regulation in the Code of Criminal Procedure on the procedure for 
searching and obtaining evidence through computer systems, data on the use of ByLock was 
obtained without complying with this procedure and was recognised as evidence in the courts.29  

 
20 Yalçınkaya Judgement, para. 213 
21 See OHCHR report 
22 See media news 
23 Yalçınkaya Judgement, para. 317 
24 Ibid. 
25 Yalçınkaya Judgement, para. 344 
26 See NGO statements 
27 MİT report, 3.1. Basis and Method, p. 12 
28 See Supreme Court decision 
29 Yalçınkaya Judgement, para. 317 

https://www.ohchr.org/en/press-releases/2018/03/turkey-un-report-details-extensive-human-rights-violations-during-protracted
https://tr.euronews.com/2019/11/26/ohal-bitmesine-ragmen-uygulamalar-devam-mi-ediyor
https://arrestedlawyers.org/2024/01/17/further-evidence-of-data-tampering-emerges-in-bylock-case/
https://www.dijitalmagdurlar.com/wp-content/uploads/2018/07/Bylock_Uygulama_Teknik_Raporu.pdf
https://kararmatik.com/blog-detay-M-T-Basvurusu---Bylock-Kullanicisinin-Tutuklamanin-Hukuki-Olmadigi-Iddiasi.html
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While a computer system cannot be copied without a judge's order, National Intelligence 
Organisation (MİT) extracted many data including IP addresses and message contents from 
servers in Lithuania and gave them to the prosecutor's office.30  In its Yalçınkaya Judgement, the 
ECtHR said that the ByLock usage data was obtained unlawfully without following the procedure 
prescribed in the Code of Criminal Procedure.31  As a result, the Turkish authorities violated the 
principle that the right to privacy and the right to protection of personal data should only be 
restricted by the competent authorities in the investigation and prosecution stages only by legal 
means. The right to privacy of individuals was directly, arbitrarily and disproportionately 
suspended. 

There are strong suspicions that the integrity of the ByLock user lists has been altered. In its 
Yalçınkaya judgement, the Court stated that the users' data had been kept by MİT for a period of 
time and that there were suspicions that the data may have been altered during this period.32  At 
the same time, according to national media reports, the names of some ministers, MPs and 
senior party executives who were alleged to be ByLock users were removed from the user lists, 
thus avoiding charges of membership of a terrorist organisation.33   The fact that ByLock user 
data, which is used as evidence in criminal proceedings for the accusation of membership of a 
terrorist organisation, can be accessed and modified by law enforcement officers is, on the one 
hand, contrary to the principle of keeping personal data accurate and, on the other hand, 
constitutes a serious interference with the right to privacy. 

 

This document is the investigative report requested by the Prosecution from the Police. The 
document shows the results of an inquiry made through an unlawful database created by the 
Department of Organised Crime of the National Police. 

 
30 See media news 
31 Yalçınkaya Judgement, para. 317 
32 Ibid. 
33 See media news 

https://www.trthaber.com/haber/gundem/bylockta-ikinci-asama-binlerce-kripto-fetocu-tespit-edildi-559930.html
https://www.cumhuriyet.com.tr/haber/125-vekilde-bylock-tespit-edildi-basbakan-bizde-yok-demisti-iste-akplilerin-sayisi-622279
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Thousands of people were mistakenly included in ByLock user lists due to the fact that ByLock 
user lists were created based on IP records taken from servers and these IPs did not show real 
users.34 It was determined in the Police report that 11 thousand people were included in the 
ByLock lists due to the uncertainty caused by CGNAT technology. CGNAT is a technology that 
works like the identity of every user on the internet. It provides IP addresses for each device, 
computers, smartphones, tablets, TVs, internet-connected sensors, security cameras, etc. 
However, when IPv4 ran out of addresses, a new protocol such as IPv6 was developed. However, 
switching to IPv6 is costly and operators often prefer more economical solutions such as CGNAT. 
CGNAT restricts access to the Internet with virtual IPs and requires real IP addresses. For 
operators using CGNAT, it is difficult to determine which user is using their real IP. In countries 
such as Turkey, it is reportedly difficult to identify real users due to the widespread use of CGNAT. 
Therefore, the claim that users of applications such as ByLock in Turkey can be identified through 
IP addresses is unrealistic.35 

Internet traffic records, which according to domestic law must be kept for a maximum of 12 
months, were obtained by the Turkish authorities after the maximum retention period and used 

 
34 See news 1, news 2,  
35 Fox-it Report 

This document is a screenshot of the result of an inquiry from an unlawful database created 
by the Department of Organised Crime of the National Police. 

https://www.diken.com.tr/bylock-magduriyet-listesi-vatan-haini-muamelesi-gormek-cok-canimi-yakiyor/
https://www.bbc.com/turkce/haberler-turkiye-42221643
https://blog.fox-it.com/2017/09/13/fox-it-debunks-report-on-bylock-app-that-landed-75000-people-in-jail-in-turkey/
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in the proceedings.36 These data were collected by the Information and Communication 
Technologies Authority (BTK) and transmitted to the judicial authorities, while they were kept by 
access providers. In the Yalçınkaya case, the Turkish government argued that the responsibility 
for retaining this data beyond the maximum period lay with the access providers.37  However, 
such a defence cannot legitimise the collection and use of unlawfully retained data by state 
authorities in proceedings. Thus, the Turkish authorities also failed to comply with domestic rules 
on the protection of personal data, committing yet another violation that caused serious damage.  

In 2023, the ECtHR, in its Yalçınkaya Judgement, declared that ByLock user data had been 
obtained unlawfully, that the data did not reflect actual users and that there were suspicions that 
user lists had been altered. On the grounds that the ByLock data was intended to be used as 
evidence in criminal proceedings, the Court examined the right to a fair trial under Article 6, which 
is overarching in the concrete case, rather than the right to privacy under Article 8.38  However, 
the Court found that, in any event, there were acts that would violate the right to privacy.  

As a result, the Erdoğan regime used the state of emergency for its political interests and 
punished hundreds of thousands of people as members of terrorist organisations based on 
evidence obtained by illegally restricting the right to privacy of individuals.39  Despite the 
Yalçınkaya judgement, arrests and trials continue unabated.40    

2)Bank Asya 
Bank Asya was established in 1996 as Turkey's sixth private financial institution with its 
headquarters in Istanbul. As of 2011, in addition to its headquarters, Bank Asya had 182 
branches, 2 domestic and 1300 foreign correspondent banks.41   In 2013, following the bribery 
and corruption operations against some ministers, Bank Asya was seized due to the crackdown 
against the Gülen movement, which had become a target of the Erdoğan regime. In this context, 
it was first decided in 2015 that 63 per cent of the privileged shares determining the board of 
directors of Bank Asya would be used by the Savings Deposit Insurance Fund (TMSF). 42  Thus, the 
Banking Regulation and Supervision Agency was authorised to supervise the controlling shares 
of Bank Asya. With the decision published in the Official Gazette in the same year, Bank Asya was 
completely transferred to the SDIF. 43  Following the decision published in the Official Gazette 
dated 23 July 2016, Bank Asya's operating licence was cancelled.44 In 2022, a confiscation 
decision was issued about the bank, and it was transferred to the treasury.45   

What is noteworthy in the context of the right to privacy is the public collection of the transactions 
and records of all customers of the Bank Asya during the period when it was operating legally. The 
criterion of being a partner, employee and customer of Bank Asya was accepted as an important 
factor in the accusation of membership of the Gülen movement, which was declared a terrorist 

 
36 Law No. 5651 article 6  
37 Yalçınkaya Judgement, para. 369 
38 Yalçınkaya Judgement, para. 373 
39 The ECHR expects at least 100,000 more people who have been declared terrorists because they are 
on the Bylock user list to apply. See. 
40 See NGO report 
41 See information about Bank Asya 
42 See media news 
43 See media news 
44 See media news 
45 See media news 

https://www.mevzuat.gov.tr/anasayfa/MevzuatFihristDetayIframe?MevzuatTur=1&MevzuatNo=5651&MevzuatTertip=5
https://hudoc.echr.coe.int/app/conversion/pdf/?library=ECHR&id=003-7756172-10739780&filename=Grand%20Chamber%20judgment%20Y%C3%BCksel%20Yal%C3%A7inkaya%20v.%20T%C3%BCrkiye%20-%20systemic%20problem%20of%20convictions%20for%20terrorism%20offences%20based%20on%20use%20of%20ByLock%20messaging%20application.pdf
https://www.solidaritywithothers.com/mass-detentions
https://en.wikipedia.org/wiki/Bank_Asya
https://www.ntv.com.tr/ekonomi/bank-asyanin-yonetimi-tmsfye-gecti,JisfB-TTNkGq_VSiUrBvcA#:%7E:text=BDDK%2C%20Bank%20Asya'n%C4%B1n%20y%C3%BCzde,ise%20sigorta%20g%C3%BCvencesi%20alt%C4%B1nda%20olacak.
https://www.bloomberght.com/haberler/haber/1791307-bank-asya-tmsfye-devredildi
https://www.ntv.com.tr/ekonomi/bddk-bank-asyanin-faaliyet-iznini-iptal-etti,_8ah5doouUmEbbnPpghTFA
https://www.hukukihaber.net/kapatilan-bank-asya-hakkinda-musadere-karari
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organisation by the Erdoğan regime during the state of emergency. According to the judicial 
authorities, a person with an account at Bank Asya can be considered a member of a terrorist 
organisation.46  In order to determine terrorist organisation membership, all customer records 
and transaction histories of the seized Bank Asya were transferred to the administrative 
authorities without any criteria. This situation constitutes a violation of the right to privacy in 
terms of both the illegal procedure, the destination of the information and the disproportionate 
use of the entire data. 

 

 

The restriction on the right to privacy was exercised by administrative decree during the state of 
emergency. The provision of the banking law on confidentiality was suspended by emergency 
decree.47 Erdoğan regime, which arbitrarily uses the state of emergency for its political interests, 
has opened the financial information of all citizens to administrative authorities without judicial 
review by bringing a restriction to the Banking Regulation. Moreover, in order to investigate the 
criterion of ‘having an account in Bank Asya’, which is used to determine membership in a terrorist 
organisation, instead of the judicial authorities making a determination in accordance with the 

 
46 See media news 
47 Emergency Decree 670, Article 3(2) See. 

This document is the investigative report requested by the Prosecution from the Police. The 
document shows the results of an inquiry made through an unlawful database created by the 
Department of Organised Crime of the National Police. 

 

https://www.birgun.net/haber/nasa-calisani-serkan-golge-ye-feto-den-7-yil-6-ay-hapis-cezasi-203767
https://www.resmigazete.gov.tr/eskiler/2016/08/20160817-17..htm
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criminal procedure law, the database prepared by police forces was directly consulted during the 
investigation phase before the start of the trial. Thus, both domestic laws and the constitution 
and international treaties regulating the principle of legality in the limitation of fundamental rights 
were violated. In its Yalçınkaya judgment, the ECtHR ruled that the fact that ‘having an account 
in Bank Asya’ was used as a justification for ‘membership of an armed terrorist organisation’ 
violated the ECHR's fundamental principles of ‘fair trial’ and ‘no crime and punishment without 
law’. 48 

The financial information of citizens was made constantly accessible to law enforcement 
agencies. While personal data can be processed by the competent authorities during the 
investigation and prosecution phase, this processing should be limited to the case by the relevant 
institution under judicial supervision. However, the customer data kept at Bank Asya was 
transferred to the database of police forces as a whole. A database was created to which not only 
the relevant institution but also all law enforcement agencies had access. From this database, it 
was made possible to query the account transactions of all customers. 

 

 
48 Yalçınkaya Judgement, para. 262 

This document is the investigation report requested by the Prosecutor's Office from the 
National Police. The document presents the results of an investigation conducted through an 
illegal database created by the Organised Crime Department of the National Police. The 
document shows that the bank records of a suspect's relatives were also in the police 
database. This indicates that the number of people in the police database is over millions.  
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The data obtained from Bank Asya were not individual inquiries to identify those who had 
accounts in the bank with a judicial decision, but all data were transferred to unauthorised 
institutions at once. The data of at least 1 million 600 thousand people, including public officials 
and their first-degree relatives, who had accounts at Bank Asya were transferred to law 
enforcement units and analysed.49   It is not known how many people's account information was 
transferred to the digital data pool created by the law enforcement agencies. Moreover, the 
information held in the database by law enforcement agencies includes the financial information 
of thousands of people who are not affiliated with the Gülen movement. This situation 
contravenes the principle of proportionality in the restriction of fundamental rights. On the one 
hand, having an account in Bank Asya as evidence of membership in a terrorist organisation is a 
violation of the right to a fair trial, while on the other hand, the transfer of account information to 
the database of unauthorised law enforcement officers as a whole is a clear violation of the right 
to privacy and protection of personal data. 

3) Records on personal and family status 
After the 15 July coup attempt, judicial proceedings were taken against 693,162 people allegedly 
linked to the Gülen movement and 122,632 convictions were handed down.50  The main evidence 
used as a basis for these detentions and arrests are databases that were created by unlawful 
methods and arbitrarily violate the privacy rights of individuals. These databases in the hands of 
law enforcement agencies contain lists prepared according to criteria that indicate whether a 
citizen is a member of the Gülen movement or not. In addition to the above-mentioned criteria 
such as having a Bank Asya account and using the Bylock messaging programme, these criteria 
also include the following :  

• Being among the registered employees and members of associations, trade unions and 
organisations closed down by the Emergency Decree,  

• Being on the list of subscribers to newspapers, magazines and periodicals closed down 
by the Emergency Decree,  

• Being on the list of students enrolled in schools closed down by the Emergency Decree or 
having a child on these lists, 

• Being on the list of people who donated to the aid organisation ‘Kimse Yok mu’, which was 
closed down by Emergency Decree, 

• Being included in the list of persons dismissed from public office with the Emergency 
Decree or the lists attached to the Emergency Decree, 

• Being on the lists of people who have been dismissed from their jobs by organisations 
such as the Council of Judges and Prosecutors and the Court of Accounts, (4360 
people)51  

• Being a person whose social security records show that he/she works in the companies 
of people known to be members of the Gülen movement,  

• Being on the list of owners of the companies to which a trustee has been appointed,  
• To be among the people who are understood to have stayed in the specified hotels on 

certain dates in the accommodation registration lists received from the hotels, 

 
49 Report of the Turkish Grand National Assembly Coup Investigation Commission p. 431    
50 See media news  
51 See Turkey Tribunal post 

https://www.muharrembalci.com/hukukdunyasi/belgeler/1724.pdf
https://www.milliyet.com.tr/gundem/bakan-tunc-acikladi-19-bin-kisi-cezaevine-geri-donecek-6982570
https://turkeytribunal.org/tr/haberler/darbe-sonrasi-turkiyede-hakim-ve-savcilarin-toplu-ihraclari/#:%7E:text=%C4%B0hra%C3%A7%20edilen%204.362%20yarg%C4%B1%20mensubunun,mensubu%20kesin%20olarak%20ihra%C3%A7%20edilmi%C5%9Ftir.
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• Being on the list of those whose passports have been annotated by the Ministry of Interior 
by administrative decision without a judicial decision,52 

• Foreign entry-exit records (travelling to the USA), 
• To be included in the phone call records of persons thought to be members of the Gülen 

movement, 
• Being one of those whose data is found in the information obtained from digital and other 

materials seized in the investigation,53 
• Being on the list of those who terminated their Digiturk subscription after Digiturk, 

Turkey's largest digital broadcasting platform, blocked access to broadcast channels 
affiliated with the Gülen movement,54 

• Being on the list of people who send cargo to people associated with the Gülen 
movement, 

• Finding fingerprints on books that were thrown away after the ban on books published by 
the Gülen movement,  

• Being on the list of those who were subjected to judicial proceedings after 15 July,  
• Being on the list of people from the intelligence services whose family members were 

identified as members of the Gülen movement. 

 

 

 

 

 

 

 

 

 
52 See media news 
53 In total, at least 2,600,000,000 digital materials were seized from detainees throughout the entire 
period.  
54 While Digitürk was Turkey's largest broadcasting platform, in 2015, the board of directors decided to 
remove some channels affiliated with the Gülen movement from the platform. Upon this development, 
thousands of people cancelled their subscriptions. The Prosecutor's Office collected data from Digitürk 
on all citizens who cancelled their subscriptions in the specified period. See media news 

https://artigercek.com/politika/pasaport-tahdidi-milyonlari-etkilemekte-65628h
https://www.icisleri.gov.tr/bakanimiz-sn-soylu-emniyet-genel-mudurlugu-siber-suclarla-mucadele-daire-baskanliginca-duzenlenen-7-uluslararasi-siber-suclar-calistayina-katildi
https://www.odatv.com/yazarlar/sami-mentes/digiturk-iptali-feto-uyeligine-delil-oldu-114424
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This document is the investigation report requested by the Prosecutor's Office from the National 
Police. The document presents the results of an investigation conducted through an illegal 
database created by the Organised Crime Department of the National Police. 
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The above-mentioned lists were collected and pooled by police forces during the state of 
emergency. These pooled lists are among the sensitive information listed in Article 9 of the 
European General Data Protection Regulation and Article 6 of the Turkish Personal Data 
Protection Law, reflecting the working life, trade union membership, political, religious and 
philosophical views of individuals. Moreover, this information is not only limited to individuals' 
own lives, but also includes information on whether their family members and close relatives are 
members of the Gülen movement. A file is created by police forces on individuals who fulfil one 
or more of the criteria used as indicators of allegiance to the Gülen movement and referred to the 
investigation authorities. The investigating authorities then gather the evidence and file a public 
case for a sentence on the charge of membership of a terrorist organisation. 

The arbitrary use of such a large database of citizens by police forces without a court order and 
without judicial oversight clearly shows that the interference with privacy rights is 
disproportionate. 

4) Wanted list for terrorism-related persons and list of individuals 
whose assets are frozen  
Arrest warrants have been issued for members of the Gülen movement who left Turkey and 
sought asylum in Western countries to avoid arbitrary arrests and detentions during the state of 
emergency. Moreover, a website was prepared by the Ministry of Interior for prominent figures in 
the Gülen movement in the media. On this website, the names and pictures of people who were 
thought to be members of a terrorist organisation were published with the phrase ‘wanted for Fetö 
Terrorist Organisation’ underneath them.55  The same website includes the amount of reward to 
be given to those who capture and deliver the wanted persons. Asset freezing orders have been 
published in the Official Gazette against some members of the Gülen movement whom the 
Turkish authorities have unjustifiably declared to be members of a terrorist organisation.56    

Without a court decision indicating that they are members of a terrorist organisation, the 
individuals whose names appear on the above-mentioned website have suffered serious 
victimisation in the countries they have visited. These individuals were recorded in databases as 
‘persons linked to terrorism’ by organisations that collect data from open sources and conduct 
financial profiling. The profiles created by these organisations are shared with institutions that 
are obliged to comply with the regulations on combating money laundering and terrorism 
financing. Therefore, on the one hand, banks outside Turkey refuse to open accounts, grant loans, 
or provide money transfer services to these individuals, while on the other hand, this problem is 
encountered in car sales, online shopping, and even food orders. People of the Gülen movement 
who flee from the arbitrary arrest and detention decisions of the political power in Turkey are also 
victims of the arbitrary decisions of the Turkish government in the countries where they go and 
suffer financial grievances. The Turkish government is deliberately exploiting the mechanisms of 
combating the financing of terrorism and money laundering. The fact that Turkey ranks second 
after China in the world in the application of transnational repression against its citizens abroad 
is one of the most important indicators that the Turkish government can abuse international 
mechanisms in line with its political interests.57 

 
55 See the web site 
56 See official page of MASAK(Financial Crimes Investigation Board) 
57 See Human Rights watch report  

https://www.terorarananlar.pol.tr/tarananlar#kirmizi
https://masak.hmb.gov.tr/7madde
https://www.hrw.org/report/2024/02/22/we-will-find-you/global-look-how-governments-repress-nationals-abroad
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Large companies that have recently collected information from open sources to build financial 
profiles of individuals have been warned that the data held does not reflect the truth. Based on 
the principle of the European General Data Protection Regulation that the data held must be 
accurate, requests for rectification were sent to the organisations concerned. NGOs reported on 
these cases.58  Some organisations refused to delete or correct the profiles, claiming that the 
data they received was from official Turkish sources. This has led to continued victimisation of 
individuals whose names are on Turkey's terrorist list.  

In conclusion, the Turkish government's decision to publish people who have been found by the 
ECtHR not to be involved in terrorism on a website of the Ministry of Interior as wanted persons 
for terrorism and on the list of those whose assets have been frozen in the official gazette shows 
that the Turkish state has failed to fulfil its obligations on privacy rights. 

5) Unlawful profiling of those affected by Emergency Decrees 
After the 15 July coup attempt, the Turkish government suspended fundamental rights during the 
state of emergency and dismissed thousands of people from their jobs through administrative 
decisions. According to the State of Emergency Inquiry Commission's Annual Report published 
in January 2020, 131,922 ‘measures’ were taken, at least 125,678 public officials were dismissed, 
270 people were dismissed as students, and 3,213 personnel were stripped of their ranks.59  
According to the statements of the Minister of National Defence, 24,706 people, including 150 
generals, were suspended from the Turkish army in 5 years, and 1,243 people were stripped of 
their ranks.60    

The names mentioned in the lists attached to the administrative decisions were suspended from 
public duties. However, it was noteworthy that there were no criminal investigations and 
prosecutions against these people during the period they were suspended from public office. 
People who were not investigated as members of a terrorist organisation were listed and 
dismissed from their positions very soon after the 15 July coup attempt. Since it was impossible 
for the judicial authorities to investigate whether the officials concerned were affiliated with the 
Gülen movement in such a short period of time, it was understood that the lists attached to the 
administrative decisions were prepared before the coup attempt. 

Especially the day after the coup attempt, detention orders were issued for 2,847 judges and 
prosecutors.61 Since it is impossible to conduct an investigation in one day according to the 
criteria set out in the headings above to determine whether a person is affiliated with the Gülen 
movement, it was understood that information was collected, and profiling was carried out on 
these people in the institutions they worked in before the coup attempt.  

The official documents revealed that this profiling was being carried out not only in Turkey but 
also in other countries. In the documents showing that the profiling made after the study 
conducted by the Ministry of Foreign Affairs was shared with the Turkish National Police and the 
necessary action was requested, it was revealed that intelligence information was collected on 
thousands of people and that these were collected in a database and used in judgements.   

 
58 See NGO report 
59 See media news 
60 See media news 
61 See media news 

https://www.solidaritywithothers.com/_files/ugd/b886b2_dba6827108374a778be3d63006eaceef.pdf
https://www.trthaber.com/haber/gundem/ohal-komisyonundan-faaliyet-raporu-muracaatlarin-yuzde-89u-sonuclandirildi-553942.html
https://medyascope.tv/2022/11/22/bakan-hulusi-akar-150si-general-24-bin-706-kisi-feto-gerekcesiyle-tskdan-ihrac-edildi/
https://www.aa.com.tr/tr/15-temmuz-darbe-girisimi/-2-bin-745-hakim-ve-savci-hakkinda-gozalti-karari/609308
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This document is about the classification of information on approximately 3500 persons 
(Turkish citizens living abroad) on CD discs sent by the Ministry of Foreign Affairs to the 
National Police and the creation of profiles.  

Many personal data on individuals and their families who were the subject of such an intervention 
into their private lives, such as their family, property, residence, vehicle, workplace, etc. were 
deliberately collected and processed in databases by state institutions.  Those who were 
considered to be affiliated with the Gülen movement were dismissed from their professions 
through administrative decisions during the state of emergency and were subjected to criminal 
proceedings. Moreover, these people and their families, whose privacy was violated, were 
labelled as terrorists by the society and were distanced from the society. People whose dismissal 
with the Decree Law was recorded in property registries even had difficulties in selling the real 
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estate registered to them.62 People who were labelled as Emergency Decree victims in all state 
records were put under such pressure that they could not even carry out their daily routine 
activities. 

Conclusion and Recommendations 
The Erdoğan regime, which suspended fundamental rights during the state of emergency, 
implemented arbitrary and oppressive measures in line with its political interests through 
administrative decisions and the politicised judiciary. The right to privacy was violated as the first 
step of all unlawful acts carried out by the state. In this context, the personal data of millions of 
people were used by unauthorised authorities in an unlawful and disproportionate manner.  

The recommendations of Solidarity with others on the issues analysed in this report are as 
follows: 

1) Deletion of ByLock usage data from all databases as soon as possible, in line 
with the ECtHR's decision in Yalçınkaya, which ruled that it cannot be used as 
evidence of membership of a terrorist organisation and called on Turkey to find a 
solution to this systemic problem 
 

2) Preventing the administrative authorities from accessing the financial data of 
at least 1 million 600 thousand people who have accounts at Bank Asya and 
ensuring access only by court order 
 

3) Removal of names, photographs and other information about members of the 
Gülen movement from https://www.terorarananlar.pol.tr/  
 

4) Removing the names of those affiliated with the Gülen Movement from the 
lists of those whose assets are frozen 
 

5) Deletion of unlawful databases containing the information of millions of 
people and kept permanently accessible by police forces  
 

6) Deletion the profiles of dismissed public officers and re-employing those who 
have not been convicted of a criminal offence 

 

 

 

 

 

 
62 See media news 

https://www.terorarananlar.pol.tr/
https://www.aa.com.tr/tr/gundem/icisleri-bakani-soylu-15-temmuz-sonrasi-ele-gecen-fetoyle-ilgili-2-milyon-600-bin-materyalden-85-bin-adet-kaldi/2372858
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