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INTRODUCTION

The purpose of this report, published by Solidarity with Others, is to examine how the right to
privacy and freedom of communication, which were suspended by the Erdogan regime as a first
step in the unlawful policies amounting to social genocide against members of the Gllen
Movement after the 15 July 2016 coup attempt, have been violated beyond measure in Turkiye.

The Gulen movement is a social movement of volunteers initiated by the Turkish Islamic scholar
Fethullah Gulen, which promotes philanthropy, education and dialogue, acting around values
and ideas such as serving society and humanity, seeking one's own happiness in the happiness
of others, and spreading mutual empathy and respect through dialogue.

The Gulen movement has become a victim of the repressive and unlawful policies of the
authoritarian Erdogan regime, which has been in power in Turkey for the last 22 years. After the
bribery and corruption operations against some ministers on 17/25 December 2013, the Erdogan
regime, which moved away from democratic values and shifted towards an authoritarian ground,
considered the Giilen movement as a threat.? The regime dismissed some public officials it
perceived to be affiliated with the movement from their jobs, and at the same time began to
organise hate campaigns against the movement within the society.? In 2016, the Giilen
movement was declared a terrorist organisation by the Turkish government.3 Subsequently,
Erdogan blamed the Giilen movement for the coup attempt on 15 July 2016.% In the aftermath of
the coup attempt, Erdogan declared a state of emergency in the country in order to strengthen
his authoritarian regime and suppress his opponents, using emergency decrees as an arbitrary
toolin pursuit of his political interests. > During the state of emergency and in the following years,
the Erdogan regime took judicial action against approximately 693,162 people, detained 342,136
people suspected of belonging to the Glulen movement, arrested 102,579 people, convicted
122,632 people;6 dismissed at least 125,678 public officials; closed down 35 health institutions,
1043 private education institutions, 1229 foundations and associations, 19 trade unions and 15
foundation higher education institutions; and publicly labelled approximately 2 million people as
terrorists.”’

Apart from Erdogan, no state or international organisation has accepted the allegations that the
coup attempt was planned by the Gllen Movement and that the Movement is a terrorist
organisation. The United Nations and the European Union® have not accepted the allegation that
the Gulen movement is engaged in terrorist activities. Moreover, the UN has condemned the
arbitrary and unlawful treatment of the Gllen movement by the Turkish government during the
state of emergency and resolved to stop it immediately.®

" Describing the corruption operations as a coup against him, Erdogan started to insult and slander the
Gulen movement. See media news

2See media news

3See media news

4 See media news

5 See media news

8 For the statements of Minister of Justice Yilmaz Tung See.

7 See media news

8 See media news

9 UN report on the impact of the state of emergency on human rights in Turkey; Views adopted by the
Working Group on Arbitrary Detention at its 98th session.


https://t24.com.tr/haber/basbakan-Erdo%C4%9Fan-bakanlarin-istifalari-sonrasi-ilk-kez-konusuyor,246895
https://www.reuters.com/article/idUSKCN0SV1PZ/
https://www.bbc.com/news/world-europe-36818401
https://www.reuters.com/article/idUSKCN1G61W4/
https://www.aa.com.tr/tr/15-temmuz-darbe-girisimi/bakan-tunc-darbe-girisimi-gecesini-ve-fetoyle-mucadeleyi-aaya-anlatti/2944560
https://tr.euronews.com/2020/07/15/verilerle-15-temmuz-sonras-ve-ohal-sureci
https://www.politico.eu/article/fethullah-gulen-gilles-de-kerchove-eu-anti-terror-chief-gulen-network-not-terrorist-organization/
https://www.ohchr.org/en/press-releases/2018/03/turkey-un-report-details-extensive-human-rights-violations-during-protracted
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https:/www.ohchr.org/sites/default/files/documents/issues/detention-wg/opinions/session98/a-hrc-wgad-66-2023-turkiye-aev.pdf
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In response to the Erdogan regime's arbitrary sentencing of members of the Glilen movement,
the European Court of Human Rights ruled in Yiiksel Yal¢cinkaya v. Tiirkiye that there had been a
violation of rights.10 In its judgment announced on 26 September 2023, the Grand Chamber
stated that Turkey had violated the fundamental rights to a fair trial (Art. 6), no punishment
without law (Art. 7) and freedom of assembly and association (Art. 11) of the European
Convention on Human Rights in relation to the trial of Yuksel Yalginkaya, who was convicted of
membership of an armed terrorist organisation for allegedly being a member of the Gillen
Movement. The charges of ‘using the ByLock messaging application’, ‘having an account at Bank
Asya’ and ‘being a member of certain trade unions and associations’, which the Turkish Courts
used as evidence for Yalginkaya's conviction, were not accepted by the ECtHR as sufficient
evidence for membership of a terrorist organisation.'! Moreover, the Court said that the domestic
courts had interpreted national terrorism laws so broadly as to violate fundamental rights and
that the evidence used to establish membership of a terrorist organisation was unlawfully
obtained.??

The ECtHR issued a press release after the judgement, stating that the points evaluated in the
judgement concern approximately 8,500 cases pending before the Court and that the number of
applications to the Court on the same issue will increase significantly in the coming years,
considering that there are 100,000 ByLock users in Turkey.!®> Emphasising that the situation in
Turkey is a systemic problem, the Court asked Turkey to find a solution to this systemic
problem.'* However, the judgement has not yet been implemented in domestic law and Turkey
has not taken any steps to solve the systemic problem mentioned by the ECtHR. Moreover, the

ECtHR requested Turkey's defence for 1000 applications on the same issue. !>

As the first step of the Erdogan regime, which has deviated from democracy and the rule of law,
to violate the right to privacy as the first step of these unlawful acts against the volunteers of the
Gulen movement for the last 10 years, which have caused an international reaction. The right to
privacy, which is one of the foremost human rights today, has been suspended by the arbitrary
pooling of personal data belonging to all citizens by law enforcement forces, especially for
determining who is a volunteer of this Movement, and by making all the information of citizens
easily accessible without a judicial process.'® Thousands of people have been accused of
terrorist organisation membership through profiling based on data illegally obtained by law
enforcement agencies, from electronic communication content to trade union membership,
from bank account information to intelligence reports on family members.

In this report, how the right to privacy, one of the fundamental human rights protected by
international conventions and on constitutional grounds, has been suspended by the Erdogan
regime in recentyears will be explained in the following chapters. In the first part, information will
be given about the international conventions to which Turkey is a party and how fundamental
rights are restricted during the state of emergency. In the second part, violations of the right to

10 Yiiksel Yalgcinkaya v Turkiye, 26 September 2023, ECtHR
" Yalginkaya Judgement, para. 272, 356, 402

2 |bid.

3 For the ECHR press release See

" bid.

S For the ECHR press release in December, in April.

8 See media news



https://hudoc.echr.coe.int/tur#%7B%22display%22:%5B2%5D,%22tabview%22:%5B%22related%22%5D,%22languageisocode%22:%5B%22ENG%22%5D,%22itemid%22:%5B%22001-227636%22%5D%7D
https://hudoc.echr.coe.int/app/conversion/pdf/?library=ECHR&id=003-7832235-10873331&filename=European%20Court%20notifies%201000%20applications%20to%20the%20Turkish%20Government%20concerning%20convictions%20based%20on%20use%20of%20ByLock%20messaging%20application%20as%20follow-up%20to%20the%20Y%C3%BCksel%20Yal%C3%A7inkaya%20v.%20T%C3%BCrkiye%20judgment.pdf
https://hudoc.echr.coe.int/app/conversion/pdf/?library=ECHR&id=003-7832235-10873331&filename=European%20Court%20notifies%201000%20applications%20to%20the%20Turkish%20Government%20concerning%20convictions%20based%20on%20use%20of%20ByLock%20messaging%20application%20as%20follow-up%20to%20the%20Y%C3%BCksel%20Yal%C3%A7inkaya%20v.%20T%C3%BCrkiye%20judgment.pdf
https://hudoc.echr.coe.int/app/conversion/pdf/?library=ECHR&id=003-7936609-11057326&filename=European%20Court%20notifies%20second%20batch%20of%201000%20applications%20to%20Turkish%20Government%20concerning%20convictions%20for%20terrorism%20offences%20based%20on%20use%20of%20Bylock.pdf
https://www.tr724.com/iste-komun-tekelindeki-sorgu-ekrani-bylock-tamamen-cop-oldu/
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privacy will be detailed under five headings. In the conclusion section, recommendations will be
presented to overcome the problems experienced.

PART ONE

The Legal Framework on the Right to Privacy in Turkey

Turkey is a party to the United Nations Covenant on Civil and Political Rights and is bound by the
protection of the right to privacy set out in Article 17. Turkey is also a party to the European
Convention on Human Rights and is bound by the protection of the right to respect for private and
family life set out in Article 8. As a member of the Council of Europe, Turkey is also a party to
‘Convention No. 108 on the Protection of Individuals with regard to Automatic Processing of
Personal Data’.

In domestic law, the right to privacy and freedom of communication are guaranteed at the
constitutional level. In addition, the Turkish Criminal Code criminalises the violation of the right
to privacy and the right to freedom of communication.

Turkey has a Personal Data Protection Law, which entered into force in 2016 and was inspired by
the European General Data Protection Regulation. This code lays down rules on the processing
of personal data.

Post-2016 State of Emergency and Suspension of Fundamental Rights

Following the 15 July 2016 coup attempt, a State of Emergency was declared throughout the
country for three months as of 21 July 2016. After the first three months, the State of Emergency
was extended seven times and ended on 18 July 2018. During this period, the Council of Ministers
issued 32 decrees with the force of law restricting fundamental rights and freedoms. Despite the
lifting of the State of Emergency, these decrees were turned into laws to be implemented under
normal conditions after 2018.

During the state of emergency (2016-2018), 135,147 public officials were dismissed and 22,474
teachers working in closed private institutions lost their work permits.?’ In addition, a total of
4,395 judges and prosecutors were dismissed by decisions of various boards, including the High
Council of Judges and Prosecutors (HSK).!® During the state of emergency, 15 private
universities, 2 281 educational institutions and 201 media outlets were also closed, affecting
thousands of employees and raising significant concerns about rights and fair trials. Atotal of 985
companies were seized by the state and new trustees were appointed. These companies
employed a total of 49,587 workers.1?

With the introduction of the state of emergency, Turkey suspended its national and international
obligations as comprehensively as possible. In this context, the United Nations was informed that
atotal of 13 articles of the International Covenant on Civil and Political Rights would be restricted.
Among these articles was the right to privacy (Article 17). Turkey also submitted a derogation
declaration under Article 15 of the European Convention on Human Rights (ECHR). However, in
its Yalcinkaya judgement, the ECtHR said that the notification by Turkey was not directed at

7 See media news
8 For the statements of Minister of Justice Yilmaz Tung See.
® See NGO statements


https://bianet.org/haber/tihv-ve-ihd-den-aciklama-ohal-e-karsi-insan-haklarini-savunuyoruz-192297
https://www.aa.com.tr/tr/15-temmuz-darbe-girisimi/bakan-tunc-darbe-girisimi-gecesini-ve-fetoyle-mucadeleyi-aaya-anlatti/2944560
https://tihv.org.tr/basin-aciklamalari/10-aralik-insan-haklari-gunu-insan-haklari-degerlerinin-tasfiye-edilmesine-izin-vermeyecegiz/
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certain pre-determined rights but was a general notification which meant that all rights were
suspended and went on to examine the application in hand.?®

Following the state of emergency, systematic and widespread violations of fundamental rights
were observed, particularly under the guise of administrative measures. The scale of these
violations was so alarming that in 2018, the United Nations Human Rights Office published a
report warning the Turkish government about the human rights violations that Turkey had
committed during the state of emergency.?!  Administrative measures that suspended and
disproportionately interfered with rights during the state of emergency remained in force after the
state of emergency through laws enacted by the government. A de facto situation of arbitrary and
disproportionate restriction of fundamental rights has emerged in Turkey recently.??

PART TWO
Unlawful acts against the Gllen Movement through violation of the right to privacy

1)ByLock

Bylock messaging app, like Whatsapp, Telegram, Signal, etc., is ‘a mobile phone app that allows
anonymous users to send encrypted messages over the Internet’. It was downloaded
approximately 600,000 times in the App Store and Google Play Store between 2014 and 2016. The
fact that this application, which is available to everyone on online platforms, was
downloaded on a mobile phone was considered by Turkish courts as sufficient evidence for
‘membership of an armed terrorist organisation’ and thousands of people in Turkey were
sentenced to prison for this reason. In its Yal¢inkaya Judgment in 2023, the ECtHR said that
Turkey had obtained ByLock user records illegally,?® that there was a suspicion that the user lists
had been altered by law enforcement officers,?* and that the mere use of a public messaging
application could not be sufficient evidence for membership of an armed terrorist organisation?°.

There is no concrete and clear information on how the data on BylLock usage was obtained.?®
Turkey's ‘National Intelligence Organisation’ report states that ‘..it was obtained by using
technical intelligence methods, tools and techniques specific to the organisation’.?’ In the
decisions of the Court of Cassation and the Courts of First Instance, it is stated that ‘By using
technical intelligence methods, tools and techniques specific to the National Intelligence
Organisation, the ByLock application and the data on the server of the application and different

data, especially the content of e-mail addresses, were obtained by purchasing IP addresses’. %8

Despite the fact that there is a regulation in the Code of Criminal Procedure on the procedure for
searching and obtaining evidence through computer systems, data on the use of ByLock was
obtained without complying with this procedure and was recognised as evidence in the courts.?®

2 Yalginkaya Judgement, para. 213

21 See OHCHR report

22 See media news

2 Yalginkaya Judgement, para. 317

2 |bid.

% Yalginkaya Judgement, para. 344

26 See NGO statements

27 MiT report, 3.1. Basis and Method, p. 12
28 See Supreme Court decision

2 Yalginkaya Judgement, para. 317


https://www.ohchr.org/en/press-releases/2018/03/turkey-un-report-details-extensive-human-rights-violations-during-protracted
https://tr.euronews.com/2019/11/26/ohal-bitmesine-ragmen-uygulamalar-devam-mi-ediyor
https://arrestedlawyers.org/2024/01/17/further-evidence-of-data-tampering-emerges-in-bylock-case/
https://www.dijitalmagdurlar.com/wp-content/uploads/2018/07/Bylock_Uygulama_Teknik_Raporu.pdf
https://kararmatik.com/blog-detay-M-T-Basvurusu---Bylock-Kullanicisinin-Tutuklamanin-Hukuki-Olmadigi-Iddiasi.html

., :
.....

roarth "

solidarity with

OTHERS

While a computer system cannot be copied without a judge's order, National Intelligence
Organisation (MIT) extracted many data including IP addresses and message contents from
servers in Lithuania and gave them to the prosecutor's office.3° Inits Yalginkaya Judgement, the
ECtHR said that the ByLock usage data was obtained unlawfully without following the procedure
prescribed in the Code of Criminal Procedure.3! As a result, the Turkish authorities violated the
principle that the right to privacy and the right to protection of personal data should only be
restricted by the competent authorities in the investigation and prosecution stages only by legal
means. The right to privacy of individuals was directly, arbitrarily and disproportionately
suspended.

There are strong suspicions that the integrity of the ByLock user lists has been altered. In its
Yalginkaya judgement, the Court stated that the users' data had been kept by MiT for a period of
time and that there were suspicions that the data may have been altered during this period.3? At
the same time, according to national media reports, the names of some ministers, MPs and
senior party executives who were alleged to be ByLock users were removed from the user lists,
thus avoiding charges of membership of a terrorist organisation.3®> The fact that ByLock user
data, which is used as evidence in criminal proceedings for the accusation of membership of a
terrorist organisation, can be accessed and modified by law enforcement officers is, on the one
hand, contrary to the principle of keeping personal data accurate and, on the other hand,
constitutes a serious interference with the right to privacy.

research report

ARASTIRMA TUTANAGI

Mardin Cumburiyét Bagsavcilhifiun 02.03.2020 tarih ve 2 sorusiurma sayl:
yazilanna ilc tammfimiza bilgileri gonderilen galuslann TCKNlen kullamlarnk FI-"I‘('J\I'PDY Grgiea
kapsumunda gegitli birimier tarnfindan Dairemize génderilen ve Analiz Sube Madirlioginde oplanan
wveriler igerisinde yapilan sorgulama sonueu;

KENEE <~ (r.Cc. B sl sshislann Bylock  kaydiman  bubunup
bulunmadifmm tespiti, Ankarm Cumburiyet Bagsaveiligmem 2N 211 sorosurma veriler ile
difer sorgulamalarmin yapilmas: istenilmis olup; |

Ady gecen gahslar flgili KOM Daire Bagkanbfimin ven abam kollamlarsk 1707
tarihinde yetkili personel tarafindan yapilan sorgulamalarda;

Bylock record (Police) Organized crime

» BYLOCK KAYDI Department Digital Data
Bytock lﬂfwuaf‘vanwa&nﬁnﬁaf enim dperan listelorin, KO0 Bilgi Siscemi (KOM 855 wzerinder Pool
Crmloarder e el Roemnstemees '&_ =envaly dogvarnng @i verdler oldu e

Ilerh-ngi bir nriy: rnﬂ\hallulmlﬂlr
-

KOM Information

System
Mo information was found.

This document is the investigative report requested by the Prosecution from the Police. The
document shows the results of an inquiry made through an unlawful database created by the
Department of Organised Crime of the National Police.

30 See media news

3'Yalginkaya Judgement, para. 317
32 |bid.

% See media news


https://www.trthaber.com/haber/gundem/bylockta-ikinci-asama-binlerce-kripto-fetocu-tespit-edildi-559930.html
https://www.cumhuriyet.com.tr/haber/125-vekilde-bylock-tespit-edildi-basbakan-bizde-yok-demisti-iste-akplilerin-sayisi-622279
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Bylock record

This document is a screenshot of the result of an inquiry from an unlawful database created
by the Department of Organised Crime of the National Police.

Thousands of people were mistakenly included in ByLock user lists due to the fact that ByLock
user lists were created based on IP records taken from servers and these IPs did not show real
users.3* It was determined in the Police report that 11 thousand people were included in the
ByLock lists due to the uncertainty caused by CGNAT technology. CGNAT is a technology that
works like the identity of every user on the internet. It provides IP addresses for each device,
computers, smartphones, tablets, TVs, internet-connected sensors, security cameras, etc.
However, when IPv4 ran out of addresses, a new protocol such as IPv6 was developed. However,
switching to IPv6 is costly and operators often prefer more economical solutions such as CGNAT.
CGNAT restricts access to the Internet with virtual IPs and requires real IP addresses. For
operators using CGNAT, it is difficult to determine which user is using their real IP. In countries
such as Turkey, it is reportedly difficult to identify real users due to the widespread use of CGNAT.
Therefore, the claim that users of applications such as ByLock in Turkey can be identified through
IP addresses is unrealistic.3?

Internet traffic records, which according to domestic law must be kept for a maximum of 12
months, were obtained by the Turkish authorities after the maximum retention period and used

34 See news 1, hews 2,
3% Fox-it Report


https://www.diken.com.tr/bylock-magduriyet-listesi-vatan-haini-muamelesi-gormek-cok-canimi-yakiyor/
https://www.bbc.com/turkce/haberler-turkiye-42221643
https://blog.fox-it.com/2017/09/13/fox-it-debunks-report-on-bylock-app-that-landed-75000-people-in-jail-in-turkey/
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in the proceedings.3® These data were collected by the Information and Communication
Technologies Authority (BTK) and transmitted to the judicial authorities, while they were kept by
access providers. In the Yalginkaya case, the Turkish government argued that the responsibility
for retaining this data beyond the maximum period lay with the access providers.3’ However,
such a defence cannot legitimise the collection and use of unlawfully retained data by state
authorities in proceedings. Thus, the Turkish authorities also failed to comply with domestic rules
on the protection of personal data, committing yet another violation that caused serious damage.

In 2023, the ECtHR, in its Yalginkaya Judgement, declared that ByLock user data had been
obtained unlawfully, that the data did not reflect actual users and that there were suspicions that
user lists had been altered. On the grounds that the ByLock data was intended to be used as
evidence in criminal proceedings, the Court examined the right to a fair trial under Article 6, which
is overarching in the concrete case, rather than the right to privacy under Article 8.38 However,
the Court found that, in any event, there were acts that would violate the right to privacy.

As a result, the Erdogan regime used the state of emergency for its political interests and
punished hundreds of thousands of people as members of terrorist organisations based on
evidence obtained by illegally restricting the right to privacy of individuals.?® Despite the

Yalginkaya judgement, arrests and trials continue unabated.*°

2)Bank Asya

Bank Asya was established in 1996 as Turkey's sixth private financial institution with its
headquarters in Istanbul. As of 2011, in addition to its headquarters, Bank Asya had 182
branches, 2 domestic and 1300 foreign correspondent banks.*! In 2013, following the bribery
and corruption operations against some ministers, Bank Asya was seized due to the crackdown
against the Gulen movement, which had become a target of the Erdogan regime. In this context,
it was first decided in 2015 that 63 per cent of the privileged shares determining the board of
directors of Bank Asya would be used by the Savings Deposit Insurance Fund (TMSF). *? Thus, the
Banking Regulation and Supervision Agency was authorised to supervise the controlling shares
of Bank Asya. With the decision published in the Official Gazette in the same year, Bank Asya was
completely transferred to the SDIF. ** Following the decision published in the Official Gazette
dated 23 July 2016, Bank Asya's operating licence was cancelled.** In 2022, a confiscation
decision was issued about the bank, and it was transferred to the treasury.45

What is noteworthy in the context of the right to privacy is the public collection of the transactions
and records of all customers of the Bank Asya during the period when it was operating legally. The
criterion of being a partner, employee and customer of Bank Asya was accepted as an important
factor in the accusation of membership of the Glilen movement, which was declared a terrorist

3¢ Law No. 5651 article 6

% Yalginkaya Judgement, para. 369
%8 Yalcinkaya Judgement, para. 373
% The ECHR expects at least 100,000 more people who have been declared terrorists because they are
on the Bylock user list to apply. See.
40 See NGO report

41 See information about Bank Asya
42 See media news

43 See media news

44 See media news

45 See media news



https://www.mevzuat.gov.tr/anasayfa/MevzuatFihristDetayIframe?MevzuatTur=1&MevzuatNo=5651&MevzuatTertip=5
https://hudoc.echr.coe.int/app/conversion/pdf/?library=ECHR&id=003-7756172-10739780&filename=Grand%20Chamber%20judgment%20Y%C3%BCksel%20Yal%C3%A7inkaya%20v.%20T%C3%BCrkiye%20-%20systemic%20problem%20of%20convictions%20for%20terrorism%20offences%20based%20on%20use%20of%20ByLock%20messaging%20application.pdf
https://www.solidaritywithothers.com/mass-detentions
https://en.wikipedia.org/wiki/Bank_Asya
https://www.ntv.com.tr/ekonomi/bank-asyanin-yonetimi-tmsfye-gecti,JisfB-TTNkGq_VSiUrBvcA#:%7E:text=BDDK%2C%20Bank%20Asya'n%C4%B1n%20y%C3%BCzde,ise%20sigorta%20g%C3%BCvencesi%20alt%C4%B1nda%20olacak.
https://www.bloomberght.com/haberler/haber/1791307-bank-asya-tmsfye-devredildi
https://www.ntv.com.tr/ekonomi/bddk-bank-asyanin-faaliyet-iznini-iptal-etti,_8ah5doouUmEbbnPpghTFA
https://www.hukukihaber.net/kapatilan-bank-asya-hakkinda-musadere-karari
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organisation by the Erdogan regime during the state of emergency. According to the judicial
authorities, a person with an account at Bank Asya can be considered a member of a terrorist
organisation.*® In order to determine terrorist organisation membership, all customer records
and transaction histories of the seized Bank Asya were transferred to the administrative
authorities without any criteria. This situation constitutes a violation of the right to privacy in
terms of both the illegal procedure, the destination of the information and the disproportionate
use of the entire data.

research report

ARASTIRMA TUTANAGI

Mardin Curnhurivet Bassaveilifwon 03.03.2020 tarih ve 2 sorustunma saoal:
yazilanns ile arafunza bilgiler goaderilen galuslann TCKMNler kullsmlarak FETOPDNY Srglind
kapsmmunda gegitli birim ber tnmifindan Dairemire ginderilen ve Analiz Sube Modurlugunde wplanan
weriler igenisinde vapilan sorgalama sonoew;

KEE (7.C. I -0 sshislann Bylock  kaydmm  bubunup
bulunmaedifoun tespiti, Ankars Cunhoriyvel Bagsavoihgmm 2 =311 sorusturma veriler ile
difier sorgulemalannim yapilmas: istenilmig olup;

Ady gecen gahuslar ilgili KOM Daire Bagkanbfinm veri tbam kallamlarak 17 . . .
taribinde yetkili persone| tarafindan yaplan sorgulamalarda; (Police) Organized crime

F BANK ASYA Department Digital Data

Baplfr alterd ver alan bilgilerin, Ankara Cumbarivet Bagravoligeam 201437666 savds FETOPDY Pool
sorugrermas kapeasnrde incelenew 1500 2004 wrikinde whutal medvode papol s Ferellak GULEN ¢ 6t sr.roaue s
tarthll e feigfom bonsdmateda, Fatullak GULEN fe komgan kiginim bankame fhidite drsmuma iiphin bilg? verardk
fegil iperisindeki kipiler ile by bipiferin pevrelerimin M’H‘Mﬁmr nokiannda Fetuilah GOLEN ‘den onay
aiduls ve akabinds bahse Lome gorigmenin medpaya Culer "den “Bamk Asya wa pora yaiwin ™ falimat olorak wanssdngy
bifigiler] dzerine wemin edilen Bonk dipa Resaboda 3112 2011 fe 2412 2014 tarilderi arannda “para artun of endyesi
. hesap apuer galnslarin ™ listess oldwiin,

Bank Asye bavalars 31,02 2003 ile 24,1 22004 varik aralifh ile simrd) ciduidendan dolayi, daha fazia ve ayrminit
hesap bilgilerinin TMSF vewa Afva Katvlr Bonkan AE der lalep odilment gerekiipy,

Herbhangi bir veriye rastlumilmamgtic.

Bank Asya record

Mo information was found.

This document is the investigative report requested by the Prosecution from the Police. The
document shows the results of an inquiry made through an unlawful database created by the
Department of Organised Crime of the National Police.

The restriction on the right to privacy was exercised by administrative decree during the state of
emergency. The provision of the banking law on confidentiality was suspended by emergency
decree.*’ Erdogan regime, which arbitrarily uses the state of emergency for its political interests,
has opened the financial information of all citizens to administrative authorities without judicial
review by bringing a restriction to the Banking Regulation. Moreover, in order to investigate the
criterion of ‘having an accountin Bank Asya’, which is used to determine membership in a terrorist
organisation, instead of the judicial authorities making a determination in accordance with the

46 See media news
47 Emergency Decree 670, Article 3(2) See


https://www.birgun.net/haber/nasa-calisani-serkan-golge-ye-feto-den-7-yil-6-ay-hapis-cezasi-203767
https://www.resmigazete.gov.tr/eskiler/2016/08/20160817-17..htm
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criminal procedure law, the database prepared by police forces was directly consulted during the
investigation phase before the start of the trial. Thus, both domestic laws and the constitution
and international treaties regulating the principle of legality in the limitation of fundamental rights
were violated. In its Yalginkaya judgment, the ECtHR ruled that the fact that ‘having an account
in Bank Asya’ was used as a justification for ‘membership of an armed terrorist organisation’
violated the ECHR's fundamental principles of “fair trial’ and ‘no crime and punishment without
law’. 48

The financial information of citizens was made constantly accessible to law enforcement
agencies. While personal data can be processed by the competent authorities during the
investigation and prosecution phase, this processing should be limited to the case by the relevant
institution under judicial supervision. However, the customer data kept at Bank Asya was
transferred to the database of police forces as a whole. A database was created to which not only
the relevant institution but also all law enforcement agencies had access. From this database, it
was made possible to query the account transactions of all customers.

1- G

Siipheli A- G- Hakkinda KOMK Daire Baskanhgimn yaptg
Tespitler:

1-KOM Daire Bagkanhigimmz dijital veri havuzunda siipheli ve 1. derece yakinlarinn
“Bylock Kullananlar Liste”™ sorgu sonucii;
GSM- )

§iiphell Yalnh@ ADSL IMEI (Police) Organisational
35 I crime Department Digital
N M —
ommmm | O (Kardes) ; ;_ 20H0s11 G
TCKN: I : T
4
Bank Asya records of his

Brother. 2-KOM Daire Bagkanhgmuz dijital veri havuzunda “Bank Asya Hesap Bilgileri ve ELL L L

Hareketleri” sorgu sonucu,

31-12-2013  24-12-2014  Bakiye

Siipneli Yakanbig . e Bakave | Hesap Aqihs Tarihi
(Kardesi)
AN GEEN Tc'KN:-_ 11621713 | 22538315 109';66'0 30.07.2002
(Hesap
N0:243930)

3-TMSF'den ahnan 24.02.2017 taril ve 49961860-203.02-E.5301 savil: vaz1 ekinde
bulunan dijital verilerin incelemesi sonucu Bank Asva’da Hesap bilgileri ve 2013 Arahk-2014
Aralik ile 2015 Mart-2016 Temmuz tarilleri arasindaki hesap degisiklikieri;

o E e B w

Bank Asya record
of his spouse

TCKN: I 20.01.199 2013 Aralik
38 8 L el bl 2014 Aralik
(Hesap No:30442-
Ortak Hesap)
i e
TCKN_(E i) 2001199 oo s S 2015 Mart
! 38 8 2 t ¥ 2016 Temmuz
(Hesap No:30442-

This document is the investigation report requested by the Prosecutor's Office from the
National Police. The document presents the results of an investigation conducted through an
illegal database created by the Organised Crime Department of the National Police. The
document shows that the bank records of a suspect's relatives were also in the police
database. This indicates that the number of people in the police database is over millions.

48 Yalcinkaya Judgement, para. 262
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The data obtained from Bank Asya were not individual inquiries to identify those who had
accounts in the bank with a judicial decision, but all data were transferred to unauthorised
institutions at once. The data of at least 1 million 600 thousand people, including public officials
and their first-degree relatives, who had accounts at Bank Asya were transferred to law
enforcement units and analysed.*® It is not known how many people's account information was
transferred to the digital data pool created by the law enforcement agencies. Moreover, the
information held in the database by law enforcement agencies includes the financial information
of thousands of people who are not affiliated with the Gllen movement. This situation
contravenes the principle of proportionality in the restriction of fundamental rights. On the one
hand, having an account in Bank Asya as evidence of membership in a terrorist organisation is a
violation of the right to a fair trial, while on the other hand, the transfer of account information to
the database of unauthorised law enforcement officers as a whole is a clear violation of the right
to privacy and protection of personal data.

3) Records on personal and family status

After the 15 July coup attempt, judicial proceedings were taken against 693,162 people allegedly
linked to the Glilen movement and 122,632 convictions were handed down.>° The main evidence
used as a basis for these detentions and arrests are databases that were created by unlawful
methods and arbitrarily violate the privacy rights of individuals. These databases in the hands of
law enforcement agencies contain lists prepared according to criteria that indicate whether a
citizen is a member of the Gulen movement or not. In addition to the above-mentioned criteria
such as having a Bank Asya account and using the Bylock messaging programme, these criteria
also include the following :

e Being among the registered employees and members of associations, trade unions and
organisations closed down by the Emergency Decree,

e Being on the list of subscribers to newspapers, magazines and periodicals closed down
by the Emergency Decree,

e Beingon the list of students enrolled in schools closed down by the Emergency Decree or
having a child on these lists,

e Beingon the list of people who donated to the aid organisation ‘Kimse Yok mu’, which was
closed down by Emergency Decree,

e Being included in the list of persons dismissed from public office with the Emergency
Decree or the lists attached to the Emergency Decree,

e Being on the lists of people who have been dismissed from their jobs by organisations
such as the Council of Judges and Prosecutors and the Court of Accounts, (4360
people)°!

e Being a person whose social security records show that he/she works in the companies
of people known to be members of the Glilen movement,

e Beingonthe list of owners of the companies to which a trustee has been appointed,

e To be among the people who are understood to have stayed in the specified hotels on
certain dates in the accommodation registration lists received from the hotels,

4° Report of the Turkish Grand National Assembly Coup Investigation Commission p. 431
50 See media news
51 See Turkey Tribunal post


https://www.muharrembalci.com/hukukdunyasi/belgeler/1724.pdf
https://www.milliyet.com.tr/gundem/bakan-tunc-acikladi-19-bin-kisi-cezaevine-geri-donecek-6982570
https://turkeytribunal.org/tr/haberler/darbe-sonrasi-turkiyede-hakim-ve-savcilarin-toplu-ihraclari/#:%7E:text=%C4%B0hra%C3%A7%20edilen%204.362%20yarg%C4%B1%20mensubunun,mensubu%20kesin%20olarak%20ihra%C3%A7%20edilmi%C5%9Ftir.

., :
-----

Croarih”

solidarity with

OTHERS

e Beingon the list of those whose passports have been annotated by the Ministry of Interior
by administrative decision without a judicial decision,>?

e Foreign entry-exit records (travelling to the USA),

e To beincluded in the phone call records of persons thought to be members of the Glilen
movement,

e Beingone of those whose data is found in the information obtained from digital and other
materials seized in the investigation,>3

e Being on the list of those who terminated their Digiturk subscription after Digiturk,
Turkey's largest digital broadcasting platform, blocked access to broadcast channels
affiliated with the Giilen movement,>*

e Being on the list of people who send cargo to people associated with the Gllen
movement,

o Finding fingerprints on books that were thrown away after the ban on books published by
the Gulen movement,

e Beingon the list of those who were subjected to judicial proceedings after 15 July,

e Being on the list of people from the intelligence services whose family members were
identified as members of the Gllen movement.

2 See media news

%3 |n total, at least 2,600,000,000 digital materials were seized from detainees throughout the entire
period.

54 While Digitrk was Turkey's largest broadcasting platform, in 2015, the board of directors decided to
remove some channels affiliated with the Gllen movement from the platform. Upon this development,
thousands of people cancelled their subscriptions. The Prosecutor's Office collected data from Digitlirk
on all citizens who cancelled their subscriptions in the specified period. See media news



https://artigercek.com/politika/pasaport-tahdidi-milyonlari-etkilemekte-65628h
https://www.icisleri.gov.tr/bakanimiz-sn-soylu-emniyet-genel-mudurlugu-siber-suclarla-mucadele-daire-baskanliginca-duzenlenen-7-uluslararasi-siber-suclar-calistayina-katildi
https://www.odatv.com/yazarlar/sami-mentes/digiturk-iptali-feto-uyeligine-delil-oldu-114424
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Research Report

ARASTIRMA TUTANAGI

Mardin Cumhuriyet Bagsavciifiun 03.03.2020 tarih ve 2019/2043 sorusturma sayil:
yazilanna ile mrafimiza bilgileri ponderilen gahuslann TCKN'leri kullamlarak FETO/PDY orgliti
kapsaminda ¢esitli birimler tarafindan Dairemize génderilen ve Analiz Sube Midirliginde topianan
veriler igenisinde yapilan sorgulama sonucu;

KEER kKB (T.Cc. W) isinli sahislann Bylock kaydimm  butunup
bulunmadhZimn tespiti, Ankara Cumhuriyet BagsaveihZinm 20 B 52111 sorusturma veriler ile
diger sorgulamalann yapilmast istenilmis olup;

- Ad gegen gaslar ilgili KOM Daire Bagkanhifioin veri tabam kullamlarak 17.03.2020
tarihinde yetkili personel tarafindan yapilan sorgulamalarda; (Police) Organisational

» crime Department
BYLOCK KAYDI Database

Bylock record Bylock kulianicdarma ait abonelik bilgilerini iveren listelerin, KOM Bilgi Sistemi (KOM BS) vizeringen nnov u
Cumhuriver Bagsavedidi Sorsgrurma No: 2006/ 180056 saydi dosyanng aif veriler oldugu,
Herhangi bir veriye rastlamilmamagir.

® » KRIZ MERKEZ! VERiSi
Crisis Center Bagh@ aftinda yer alan bi{gierin, Terorie Micadele Daire Bagkanlify 'nda kuruiarn kriz merkezinga 15 Temmuz
Darbe Girigimi sovtrasinda adli izlem yaplan yahuslar iverisinde ismi idunaniar: gisterir liste oldugn,
DI Herhangi bir veriye rastlamimamaytir.

» SORUSTURMALAR
Investigation Bagirgh alnnda yer olan bilgilerin, 20092013 torihinden iibaren KOM Daire Baghkaniigi Analiz Sube
fudiiridgtinde foplanan FETCOVPDY drgiti kapsaminde markez ve tayra KOM birimlerinde ylrftdlen soruptorma
Data  verieri oldugu,
Herhangi bir veriye rastlanilmamgtir.

» BANK ASYA
- Baghfs citinda ver alan bilgilerin, Ankara Cumbiriyet Bagsavedidiom 2014/37666 sayids FETOZWPDY ano davasi
Y sorugharmas: kapsaminda incelenen 15.01 2014 iarihinde wical medvade yayenlonon Fetallah GULEN e it 25.12.2013
Record  jarghii bir teiefon komdmasinda, Fetullak GULEN Te karugan kiginin bankamn fikidite durumuna ifigkin bilgé vererek,
Grghil iperisindeki kigiler ile bw kigilerin oevrelerinin bankaya yénlendiriimesi nokiasmda Feivilah GULEN den onay
aldigs ve akobinde bahse komy gorigmenin medyaya Giler 'den “Bank Asva'va para yaiwin ™ falimalr olarak yansidigs
bilpiler! izerine temin edifen Bank Aspa Hesabinde 31122003 He 24.12. 2014 tarikier! arasinda “para arfupn of an/yeni
. hesap apan gafnslarin” listesi oldyju,
Bank dsya kavitlary 31.02.2003 fe 24.12.2014 tarih aralign de sumrli olduifundar dofay, daha fazia ve gymani
hesap bilgilerinin TMEF veva Asve Kanlmm Bankan A5 "den tafep edilmesi gerektipi,
Herhangi bir veriye rastlamilmamugtir.

» BELGE EVRAK/DERNEK
T -— Baghg alunda yer alan bilgilerin, FETOVPDY kapsaminda deferiendivilen KOM Daire Bagkanhifing génderilen
H Nernelder ve gegitli belge-evrak verileri oldugn.

certain Associations =——— R,
Data TCKNO |8 o __|vELGBEVRAK DERNEK BILAI KAYNAOI REF. TCKN I,, prid
BSK_INSAN e
— S S

» SIRKETLERI SORUSTURMA

. : : Bashiy altnda yer alen bilgilerin, sorgulanon soluslorin orfaf: veya poneticisi oldugu girkeiin 29.08.2015

Relationship With ripinden iibaren KON Daire Bagkaniigna gonderilen ve Andliz Sube Midiriaginde toplanan FETOYPDY degari
certain private wpseminda merkez ve izgra KOM birimlerince ydritdlen sorusturma verilerinde bulunan girketler oldugu,

companies gi bir veriye rastlanlinamgtir.
ﬁ\ Sayfal /2

This document is the investigation report requested by the Prosecutor's Office from the National
Police. The document presents the results of an investigation conducted through an illegal
database created by the Organised Crime Department of the National Police.
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» SIRKETLERI BANK ASYA

Companies having Basisg altinda yer aian bilgilerin Ankara Cumhurivet Bagsavediginn 2014/37666 sayii FETO/PDY ana davast

sorugturmast kapsamnda incelenen 15.01.2014 tarihinde ulusal medvada yayimlanan Fetullah GULEN e ait 25.12.2013

account at Bank ariii bir telefon komdmasinda, Fetullah GULEN ‘le kamigan kiginin bankarun likidite durumuna iliskin bilgi vereret,

Asya

Documents
received from
seized certain

companies

Social security

data |

Data revealing if
he/she was
dismissed from
public service

passport

annotation FECOI’dS “mm l[&%

relationship with

anyone from the

executives of the
organization

Srgiit igerisindeki kigifer ile bu kisilerin cevrelerinin bonkaya ydniendirilmesi noktasindo Fenullah GULEN ‘den onay
aldegt ve akabinde bohse konu goriigmenin medyaye Gulen'den "Bank Asya'va para yatirin™ talimat: olarak yansidil:
bilgiteri uzerine temin edilen Bank Asya Hesabinda 31.12.2013 ile 24.12.2014 tarihleri arasimda “para ariig: olaw/yeni
hesap acan SIRKETLERIN YONETIC! VEYA ORTAKLAR!" listesi oldug,

Herhangi bir veriye rastlamlmannstir.

> SIRKETLERI BELGE EVRAK
Basitdt alinda yer alan bilgilerin, sorgulanan satuslarm ortags veya yineticisi ofdugu sirketlerden FETOPDY
kapsatinda degerlendiriterek KOM Daire Bagkanlifing gonderilen belge-evrak verilerinde gecen girkeilerin listesi
oldugu,
Herhangi bir veriye rastlamlmamigtir.

» SUPHELI SIRKETTE SGK KAYDI
Bashgr alunda yer alan bilgilerin, sorgulanan jakislarm 29.09.2015 tarihinden iibaren KOM Daire
Bagkaniigina gonderiten ve Analiz Sube Mudirigfinde toplanan FETO/PDY drgiti kapsaminda merker ve tagra KOM
birimlerince yirititlen sorugtrmalarda veya belge-evrak verilerinde gegen girkederde calignus sahslara ait SGK
kayitlar) oldugu belirlilmigtir.
Herhangi bir veriye rastlamilmamytir.

> DPA ﬂlRAC KAYITLARI
Devier Personel Bagkanligs KHK ite Thrag veriierini ve OHAL komisyoni larcfindan gorevine iude edilen gahs
verilerini icermektediv. Hikmsiclik sétununda yer atan bilgiler OHAL komisyonu tarafindan géreve iade edilen
sahisiar veya difer nedenierden dolayr hakimsiiziuk karari alinmis verileri igermektedir. EGM AM{Pasif verisi ve DPB
a’hm‘: verisi giinde ! kez olmak ézere giincellenmektedir.

ADI HIZMET Ml
SOYADI ,BIRMI IUNYANI |||wauu ADI Hluuc BILGISI ” ACIKLAMA ’m TCRN ||

1 SAYILI KHK
s EMNIYET INDA EMNIYET
x. GAZIANTEP(l el ety |[GENEL U HMTIERI Kendisi
MODURLUGH VINDEN
TKARILMA

» PASAPORT SERHi KAYITLARI
Farkl kurumlarca pasapordaring; FETC/PDY kapsaminda teror iltisaky/iriiban bulundugundan serh kaydi
girilen samsiarla flgili kayulart icermektedir.

YAKI'NI.IGI

EVRAK NO KAYIT YAPAN BIRIM vulesEkEF TCEN } Y. McmuGl
GAZIANTEP - NUFUS VE
_ 201 7-04-26 || 1643 'VATANDASLIK [SLER! GENEL KENDISE || I (K eodisi
MUDORLUGO

Kendisi

NOFUS VATANDASLIK ISLERI GENEL
‘H’g A0 (6104 8544 0 ey e KENDIS) |#
- A
PAYILIKHK MODORLOGU l

» TEPE YONETIMI iLE iRTIBAT
Bagh@h altinda yer alan bilgilerin, Ankara 2104/37666 sayids FETO/PDY ana gat: sorugiurmasi kapsaminda HTS
kayd: aftnan 72 sahsa ait 136 numaranin irtibath oldufu karge numaraloria kargdagtirmalar yopddig, HTS kayd: alinan 72
sahsa ait 336 numaramin iriibotl oldugu kary numaralorin abone bilgilerinden T.C. numaralart tespit edilerek yopian
kargilagtirma sonucu olusturuian veriler oldugy,
Herhangi bir veriye rastlamlmamgor.

tanzimle alti birlikte imza altma alinmstr. 17.03.2020 Saat: 17:00

K d. Gor

Sayfad /2

This document is the investigation report requested by the Prosecutor's Office from the
National Police. The document presents the results of an investigation conducted through an

illegal database created by the Organised Crime Department of the National Police.
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The above-mentioned lists were collected and pooled by police forces during the state of
emergency. These pooled lists are among the sensitive information listed in Article 9 of the
European General Data Protection Regulation and Article 6 of the Turkish Personal Data
Protection Law, reflecting the working life, trade union membership, political, religious and
philosophical views of individuals. Moreover, this information is not only limited to individuals'
own lives, but also includes information on whether their family members and close relatives are
members of the Gllen movement. A file is created by police forces on individuals who fulfil one
or more of the criteria used as indicators of allegiance to the Gllen movement and referred to the
investigation authorities. The investigating authorities then gather the evidence and file a public
case for a sentence on the charge of membership of a terrorist organisation.

The arbitrary use of such a large database of citizens by police forces without a court order and
without judicial oversight clearly shows that the interference with privacy rights is
disproportionate.

4) Wanted list for terrorism-related persons and list of individuals
whose assets are frozen

Arrest warrants have been issued for members of the Gulen movement who left Turkey and
sought asylum in Western countries to avoid arbitrary arrests and detentions during the state of
emergency. Moreover, a website was prepared by the Ministry of Interior for prominent figures in
the Gllen movement in the media. On this website, the names and pictures of people who were
thought to be members of a terrorist organisation were published with the phrase ‘wanted for Feto
Terrorist Organisation’ underneath them.>> The same website includes the amount of reward to
be given to those who capture and deliver the wanted persons. Asset freezing orders have been
published in the Official Gazette against some members of the Glilen movement whom the

Turkish authorities have unjustifiably declared to be members of a terrorist organisation.>®

Without a court decision indicating that they are members of a terrorist organisation, the
individuals whose names appear on the above-mentioned website have suffered serious
victimisation in the countries they have visited. These individuals were recorded in databases as
‘persons linked to terrorism’ by organisations that collect data from open sources and conduct
financial profiling. The profiles created by these organisations are shared with institutions that
are obliged to comply with the regulations on combating money laundering and terrorism
financing. Therefore, onthe one hand, banks outside Turkey refuse to open accounts, grantloans,
or provide money transfer services to these individuals, while on the other hand, this problem is
encountered in car sales, online shopping, and even food orders. People of the Gllen movement
who flee from the arbitrary arrest and detention decisions of the political power in Turkey are also
victims of the arbitrary decisions of the Turkish government in the countries where they go and
suffer financial grievances. The Turkish government is deliberately exploiting the mechanisms of
combating the financing of terrorism and money laundering. The fact that Turkey ranks second
after China in the world in the application of transnational repression against its citizens abroad
is one of the most important indicators that the Turkish government can abuse international
mechanisms in line with its political interests.”’

% See the web site
%6 See official page of MASAK(Financial Crimes Investigation Board)
57 See Human Rights watch report


https://www.terorarananlar.pol.tr/tarananlar#kirmizi
https://masak.hmb.gov.tr/7madde
https://www.hrw.org/report/2024/02/22/we-will-find-you/global-look-how-governments-repress-nationals-abroad
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Large companies that have recently collected information from open sources to build financial
profiles of individuals have been warned that the data held does not reflect the truth. Based on
the principle of the European General Data Protection Regulation that the data held must be
accurate, requests for rectification were sent to the organisations concerned. NGOs reported on
these cases.”® Some organisations refused to delete or correct the profiles, claiming that the
data they received was from official Turkish sources. This has led to continued victimisation of
individuals whose names are on Turkey's terrorist list.

In conclusion, the Turkish government's decision to publish people who have been found by the
ECtHR not to be involved in terrorism on a website of the Ministry of Interior as wanted persons
for terrorism and on the list of those whose assets have been frozen in the official gazette shows
that the Turkish state has failed to fulfil its obligations on privacy rights.

5) Unlawful profiling of those affected by Emergency Decrees

After the 15 July coup attempt, the Turkish government suspended fundamental rights during the
state of emergency and dismissed thousands of people from their jobs through administrative
decisions. According to the State of Emergency Inquiry Commission's Annual Report published
inJanuary 2020, 131,922 ‘measures’ were taken, at least 125,678 public officials were dismissed,
270 people were dismissed as students, and 3,213 personnel were stripped of their ranks.>®
According to the statements of the Minister of National Defence, 24,706 people, including 150
generals, were suspended from the Turkish army in 5 years, and 1,243 people were stripped of
their ranks.%°

The names mentioned in the lists attached to the administrative decisions were suspended from
public duties. However, it was noteworthy that there were no criminal investigations and
prosecutions against these people during the period they were suspended from public office.
People who were not investigated as members of a terrorist organisation were listed and
dismissed from their positions very soon after the 15 July coup attempt. Since it was impossible
for the judicial authorities to investigate whether the officials concerned were affiliated with the
Gulen movement in such a short period of time, it was understood that the lists attached to the
administrative decisions were prepared before the coup attempt.

Especially the day after the coup attempt, detention orders were issued for 2,847 judges and
prosecutors.®! Since it is impossible to conduct an investigation in one day according to the
criteria set out in the headings above to determine whether a person is affiliated with the Gulen
movement, it was understood that information was collected, and profiling was carried out on
these people in the institutions they worked in before the coup attempt.

The official documents revealed that this profiling was being carried out not only in Turkey but
also in other countries. In the documents showing that the profiling made after the study
conducted by the Ministry of Foreign Affairs was shared with the Turkish National Police and the
necessary action was requested, it was revealed that intelligence information was collected on
thousands of people and that these were collected in a database and used in judgements.

% See NGO report
% See media news
80 See media news
61 See media news


https://www.solidaritywithothers.com/_files/ugd/b886b2_dba6827108374a778be3d63006eaceef.pdf
https://www.trthaber.com/haber/gundem/ohal-komisyonundan-faaliyet-raporu-muracaatlarin-yuzde-89u-sonuclandirildi-553942.html
https://medyascope.tv/2022/11/22/bakan-hulusi-akar-150si-general-24-bin-706-kisi-feto-gerekcesiyle-tskdan-ihrac-edildi/
https://www.aa.com.tr/tr/15-temmuz-darbe-girisimi/-2-bin-745-hakim-ve-savci-hakkinda-gozalti-karari/609308
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' Tl General Directorate of
L s Security(National Palice)

ICISLERI BAKANLIGI
Emniyet Genel Midiirliigi

Sayr  : 62018024-87053.(63044)/ Q5072018
Konu : 201843629 Soruglunma

To the Prosecutor’s Office

Subject ANKARA CUMHURIYET BASSAVCILIGINA
(Anayasal Diizene Kargi Islencn Suglar Sorusturma Biirosu)

Tlgi:  a) 23/02/2018 tarih ve Sorugturma no:2018/43629 sayih yazimz.,
Letter from Ministry b) Digigleri Bakanlifinin 19.02.2018 tarih ve GIGY/2018-13502069 sayih yazisi,
of Foreign Affairs Tgi (a) yaz ekinde gonderilen ilgi (b) yazi ekinde bulunan (2) adet CD ige two CD disks sent from
sahslar hakkinda tasnif calismalannin yapilarak elde edilecek bilgi ve belgelerin gi ministry were examined
istenmistir.
Dugigleri Bakanhfimn gondermis oldugu (2) adet CD incelendiginde EK-1 CD
icerisinde (226) satirdan olugan Kigi bilgilerinin yer aldigi, EK-2 CD igerisinde (4160) saurdan
olugan kisi bilgilerinin yer aldigy gorilmiigtiir. CD" ler igerigindeki bilgilerin tasnif galigmas
yapildifiinda;
TC kimlik numaralarninin birgogunun “TCKN™ situnundan farkli bir siitunda yer aldif,
Eksik, fazla veya hatali TC kimlik numaralannin hulundugu I sah Personal information cards
numaras :.fmld:gl bir TC kimlik numarasimm birden fazla *
Scheuermann geklinde kimlik tespiti imkansiz isim bilgil concerning 2808 personsliving abroad)
baglantisi veya iribat-iltisak bilgisi belintilmeden sadece ad sovad Were completed.
ghriilmigtir. Yapilan tsnif cahgmasi sonucu 2808 kisini 721 of them are still under investigation.
sahsin kimlik tespiti yapilamamistir,
Tasnif cahgmasi sonucu elde edilen veriler sahis kartlanna islenmis, her sahis igin ayn
kigi karti (2808 adet) tanzim edilmigtir. 721 sahsim halen devam eden sorusturmasi oldugu
Hlllaf;llmiﬂlr Kigi kartlari; sotuglurmast ul.m]dr. Tiirkiye'de adresi olanlar kcklmdc ayrilarak
(18 Klasor) halinde EK-1"de sunulmustur. Sorugturma kapsaminda elde edilen tiim veriler CD
igerisinde EK-2" de, CD ig igerigi dizi pusulasi ise EK-3’de sunulmustur.
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Volkan IMISCI
Kagakgilik ve Organize Suglarla
Miicadele Daire Bagkam a.
Dhaire Bu n Yurdmmm

EKLER
1-(2808) Kisi kart: (18 Klasér)

deTed J5IMT 05614 8 Tdnat e Tol , (cd2 1939 39efdaT6 141 dcaS0711e, cOheoed | T3 SdEndetiad SWcasas iy
3-CD igerifi dizi pusulasi (1 say[fa)
4-Tutanak (1 sayfa)
.l
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Tuobclon 000 30714512 T2 [T
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This document is about the classification of information on approximately 3500 persons
(Turkish citizens living abroad) on CD discs sent by the Ministry of Foreign Affairs to the
National Police and the creation of profiles.

Many personal data onindividuals and their families who were the subject of such an intervention
into their private lives, such as their family, property, residence, vehicle, workplace, etc. were
deliberately collected and processed in databases by state institutions. Those who were
considered to be affiliated with the Gulen movement were dismissed from their professions
through administrative decisions during the state of emergency and were subjected to criminal
proceedings. Moreover, these people and their families, whose privacy was violated, were
labelled as terrorists by the society and were distanced from the society. People whose dismissal
with the Decree Law was recorded in property registries even had difficulties in selling the real
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estate registered to them.®? People who were labelled as Emergency Decree victims in all state
records were put under such pressure that they could not even carry out their daily routine
activities.

Conclusion and Recommendations

The Erdogan regime, which suspended fundamental rights during the state of emergency,
implemented arbitrary and oppressive measures in line with its political interests through
administrative decisions and the politicised judiciary. The right to privacy was violated as the first
step of all unlawful acts carried out by the state. In this context, the personal data of millions of
people were used by unauthorised authorities in an unlawful and disproportionate manner.

The recommendations of Solidarity with others on the issues analysed in this report are as
follows:

1) Deletion of ByLock usage data from all databases as soon as possible, in line
with the ECtHR's decision in Yalginkaya, which ruled that it cannot be used as
evidence of membership of a terrorist organisation and called on Turkey to find a
solution to this systemic problem

2) Preventing the administrative authorities from accessing the financial data of
at least 1 million 600 thousand people who have accounts at Bank Asya and
ensuring access only by court order

3) Removal of names, photographs and other information about members of the
Glilen movement from https://www.terorarananlar.pol.tr/

4) Removing the names of those affiliated with the Giillen Movement from the
lists of those whose assets are frozen

5) Deletion of unlawful databases containing the information of millions of
people and kept permanently accessible by police forces

6) Deletionthe profiles of dismissed public officers and re-employing those who
have not been convicted of a criminal offence

52 See media news
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